Bugs & Kisses

Spying on BlackBerry users for fun
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Social Engineering

The clever manipulation of the natural human
tendency to trust.
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There’s always a chance you will get Owned.
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Push Email

QWERTY Keyboard

Granular Security Controls
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Granular Controls

Allow or deny access to User Data




Granular Controls

Allow or deny access to User Data

Allow or deny access to Application
Interaction
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Granular Controls

Allow or deny access to User Data

Allow or deny access to Application
Interaction
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Transport Security

Traffic is encrypted up to RIM in Canada
Cannot MITM

Even HTTP traffic goes over a tunnel
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Device Encryption

Memory and mini-SD card cannot be read
on another device

Stolen, encrypted devices are still safe
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Granular Security Controls

Transport Level Security
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Personal Information?

Personal (read ‘naughty’) pictures

& Private text messages
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A Few Problems
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A Few Problems

We can’t hack it - no useful vulnerabilities




A Few Problems

We can’t hack it - no useful vulnerabilities

We can’'t MITM - everything is encrypted
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A Few Problems

We can’t hack it - no useful vulnerabilities
We can’'t MITM - everything is encrypted

We could steal it...
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APls \\4

DTMF Tones "
Upto version 4.3.0: getDTMFTones()
- Grabs DTMF Tones from the Call Queue
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APIs R

Text Messages

Package: javax.wireless.messaging

Interface: MessagelListener
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APls ()

Email Messages

o

Package: net.rim.blackberry.api.mail.event

Interface: FolderListener
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APls

Remote Listening

a

Package: net.rim.blackberry.api.phone

Interface: PhonelListener
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APls

Camera

Package: javax.microedition.media.control

Interface: VideoControl
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APls

| ocation Based Services

Package: javax.microedition.location

Class: Location
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BlackJacking

Attack Enterprise networks
Provide direct access to the internal network

Use a BlackBerry to proxy connections
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Other hacks

Steal contact information
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Other hacks

Steal contact information

Alter contact information, change email
information, change meeting dates
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Other hacks

Steal contact information

Alter contact information, change email
information, change meeting dates
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~ Run up a victims phone bill by makinge
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Other hacks

Steal contact information

Alter contact information, change email
information, change meeting dates
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i can haz pwnage? kthx

Physically install the spyware on the device

Develop a game (too much work), or
develop a simple slideshow with prOn
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i can haz pwnage? kthx

Physically install the spyware on the device

Develop a game (too much work), or
develop a simple slideshow with prOn

- Push a message indicating that the user
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Wednesday, October 7, 2009

Dear Etisalat BlackBerry Customer,

Etisalat is always keen to provide you with
the best BlackBerry service and ultimate
experience, for that we will be sending you
a performance enhancement patch that
you heed to install on your device. For more

information, please call 101

Empower your Business with BlackBerry®
and Mobile Solutions from Etisalat”




How did it work?

Starts off dormant
Has a command channel

Listens for message sent by “Customer
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Problems

Constantly poll the message queue
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Problems

Constantly poll the message queue

Source code was available...sort of
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Problems

Constantly poll the message queue

Source code was available...sort of

Back end server collapsed

. a2 -l - NIRRT R sy PSS T P et e e T W . PR : ) t ¥ A b ¢
. * A S ARs - . 25 ’ ; 2= X7 e ¥ ~ € 5
H . Ml e e W % iyt 8 [y "_ B« \“’“ B ¥ e A . ., :.?"“ o Al ", A -|7 -" ‘ » - o .‘ ' " "

v . . 3. § - -
N L - TR = L& Pl Rt . L .} » 0y DAY TR ‘ bl I Lo

Wednesday, October 7, 2009



Problems

Constantly poll the message queue
Source code was available...sort of

Back end server collapsed

e [ J g h . » .
. @ e B ™~ 2 ] A i e o - - P £
Sl W& f .'!. = (IWNIE( "Y1COW\N/ Y ()\/ ,_‘!.. 1
B 5 | B P ) YEN J A - b.& A BYA " L |

Wednesday, October 7, 2009



Wednesday, October 7, 2009



Wednesday, October 7, 2009



Bugs

Spyware that sniffs messages, keystrokes,
voice and location
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Bugs

Spyware that sniffs messages, keystrokes,
voice and location

Today: Only sniffs email
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Bugs

Spyware that sniffs messages, keystrokes,
voice and location

Today: Only sniffs email

[ ) [ )
Working prototype of voice bug
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Bugs

Spyware that sniffs messages, keystrokes,
voice and location

Today: Only sniffs email

Working prototype of voice bug
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Bugs

Forwards all mail to charlie@zensay.com

Download:
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mailto:charlie@zensay.com
mailto:charlie@zensay.com
http://www.zensay.com/Bugs.jad
http://www.zensay.com/Bugs.jad

ail Calendar Documents Sites charlie@zensay.com | Settings |

Show search options
reate a filter

Search Mail Search the Web

Delphi X.509 Certificates - www.eldos.com/SecureBlackbox - Complete X 509 certificate support for your VCL or CLX application

« Back to Inbox Archive Reporispam Delete Movetow Labesw More aclions w

Email from Bugs 1nbox | x

Sheran Gunasekera <7xml version="1.0"7> <Message><Type>Inbound</Type><Sender>mailto:workingadva... 2:33 AM (8 hours ago)

Sheran Gunasekera <?xml version="1.0"?> <Message><Type>Inbound</Type><Sender>mailto:sheran@zens... 6:03 AM (4 hours ago)
Sheran Gunasekera to me show detgils 6:33 AM (4 hours ago) 4 Reply ¥

<?xml version="1.0"7>

<Message><Type>Inbound</Type><Sender>mailto.calendar-notification@google. com</Sender><Recipients ><To>sheran. g@hermiscons uling com</To></
Recipients><Subject>You have no events scheduled today. </Subject><Body>sheran g@hermisconsuting com A you have no events scheduled today Wed Oct
7, 2009

You are receiving this email at the account sheran.g@hermisconsulting.com because you are subscribed to receive daily agendas for the following calendars:
Sheran Gunasekera.

To change which calendars you receive daily agendas for, please log in to hitp/iwww google. com/calendar/hosted/hermisconsulting cony and change your
notification settings for each calendar.

</Body><Date>Wed Oct 07 06:33:30 Asia/Kuala_Lumpur 2008</Date></Message>

®Reply P Forward

Wednesday, October 7, 2009

@ New window

@ Print all
@ Expand al
E Forward all
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Browser
Bugs

Documents To Go
Email Setup Application
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*2zBlackBerry

Applications

BlackBerry 4.5.0 Core Applica...
BlackBerry 4.5.0 System Soft...
BlackBerry Attachment Service
BlackBerry Maps

BlackBerry Messenger
BlackBerry Sample Video
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*2zBlackBerry

Applications

BlackBerry 4.5.0 Core Applica...
BlackBerry 4.5.0 System Soft...
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*2zBlackBerry

Applications

BlackBerry 4.5.0 Core Applica...
BlackBerry 4.5.0 System Soft...
BlackBerry Attachment Service
BlackBerry Maps

BlackBerry Messenger

Berry Sample Video
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*2zBlackBerry

Applications

: I

BlackBerry 4.5.0 Core Applica...
BlackBerry 4.5.0 System Soft...
BlackBerry Attachment Service
BlackBerry Maps

BlackBerry Messenger
BlackBerry Sample Video
Browser

Documents To Go

Email Setup Application




Kisses

Finds Bugs & other similar, hidden software
Simplifies the search for hidden apps.

Today: Reveals the presence of Bugs
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http://www.zensay.com/Kisses.jad
http://www.zensay.com/Kisses.jad
http://www.zensay.com/Kisses.jad
http://www.zensay.com/Kisses.jad

Kisses

*2:BlackBerry

:ugs found and revealed
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Wrapping up

The BlackBerry is very secure

The problem lies in its complexity

Permissions: BlackBerry 4.5.0

Core Applications
USB AllOW

Phone Prompt

DocsToGoCommon
Location (GPS) Prompt bocaToGoCommonResou.
Carrier Internet Prompt Kisses
=Interactions Custom net rim app manager 5.0.
Interprocess Communication Allow net_rim_app_manager con...4.5.0.
’ Device Settings Modification Allow net rim bbapi blackberry...

‘1 Media Access Allowpy | net_rim_bbapi_browser

Module Management | § Bnet rim_bbapi_invoke
Theme Data Injection - -
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Wrapping up

BlackBerry apps are not reqgulated
Nothing between you & spyware

iIPhone AppStore is good
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Watch out
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Watch out

Don’t install random pieces of software




Watch out

Don’t install random pieces of software

Limit the amount of software on your BB
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Watch out

Don’t install random pieces of software
Limit the amount of software on your BB

Learn and set Default Application
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Watch out

Don’t install random pieces of software
Limit the amount of software on your BB

Learn and set Default Application
- Permissions
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Watch out

Don’t install random pieces of software
Limit the amount of software on your BB

Learn and set Default Application
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Keep up to date

sheran@hermisconsulting.com

sheran@zenconsult.net
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mailto:sheran@hermisconsulting.com
mailto:sheran@hermisconsulting.com
mailto:sheran@zenconsult.net
mailto:sheran@zenconsult.net
http://chirashi.zensay.com
http://chirashi.zensay.com

Questions?
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Thank you
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